PCTAJSOO/06110 



Qatent cooperation tr£3ty 





From the INTERNATIONAL BUREAU 


PCT 


To: 


NOTIFICATION OF ELECTION 

(PCT Rule 61 .2) 


Commissioner 

US Department of Commerce 
United States Patent and Trademark 
Office, PCT 

2011 South Clark Place Room 
CP2/5C24 

Arlington, VA 22202 
ETATS-UNIS D'AMERIQUE 

in its capacity as elected Office 


Date of mailing (day/month/year) 

05 February 2001 (05.02.01) 


International application No. 
PCT/US00/06110 


Applicant's or agent's file reference 
STS131PCT 


International filing date (day/month/year) 

10 March 2000(10.03.00) 


Priority date (day/month/year) 

11 March 1999(11.03.99) 


Applicant 




SCHEIDT, Edward, M. 




1. The designated Office is hereby notified of its election made: 


| X| in the demand filed with the International Preliminary Examining Authority on: 


10 October 2000 (10.10.00) 


| | in a notice effecting later election filed with the International Bureau on: 


2. The election [ X [ was 




| | was not 




made before the expiration of 19 months from the priority date or, where Rule 32 applies, within the time limit under 
Rule 32.2(b). 


The International Bureau of WIPO 
34, chemin des Colombettes 
121 1 Geneva 20, Switzerland 

Facsimile No.: (41-22) 740.14.35 


Authorized officer 

Claudio Borton 

Telephone No.: (41-22)338.83.38 


Form PCT/IB/331 (July 1992) 


US0006T10 



From the 

INTERNATIONAL PRELIMINARY 



To: 

Thomas M. Champagne 
Rabin & Champagne, P.C. 
1101 14th Street, N.W. 
Suite 500 

Washington, DC 20005 



PATENT COOPERATION TRL.'iTY 09/936315 

^i^^ MINING AUTHORITY 

PCT 



Applicant's or agent's file reference 
STS13IPCT 



NOTIFICATION OF TRANSMITTAL OF 
INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 

(PCT Rule 71.1) 



International application No. 

PCT/US00/Q61 10 

Applicant 



Date of Mailing 
{day/month/year) 



20 AUG 2001 



IMPORTANT NOTIFICATION 



International filing date (day/month/year) 
10 March 2000 (10.03.2000) 



Priority date {day/month/year) 
11 March 1999 (1U03.1999) 



TECSEC. INCORPORATED 



2. A copy of the report and its annexes, if 
all the elected Offices. 



any, is being transmitted to the International Bureau for communication to 



3 - 

4. REMINDER 

"* aPP ' iCaWe " '"^ ° f «" Offices, see Vol-™. II of a. PCT 



Name and mailing address of the IPEA/US 

Commissioner of Patents and Trademarks 
Box PCT 

Washington, D.C. 20231 

Facsimile No. (703)305-3230 



Authorized officer 



Gail O. Hay^^W^A R» fl/i&&$ZZ& 

Telephone No. (703) 305-9711 



Form PCT/1PEA/416 (July 1992) 



I^fcENT COOPERATION TREA^ 

PCT 

INTERNATIONAL PRELIMINARY EXAMINATION REPORT 
(PCT Article 36 and Rule 70) 



Applicant's or agent's file reference 
STS131PCT 



FOR FURTHER ACTION 



See Notification of Transmittal of International 
Preliminary Examination Report (Form PCT/IPEA/416) 



International application No. 
PCT/US00/06110 



International filing date (day/month/year) 
10 March 2000 (10.03.2000) 



Priority date (day/month/year) 
11 March 1999 (11.03.1999) 



International Patent Classification (IPC) or national classification and IPC 

IPC(7): G 06 F 12/14; G 06 F 17/21; G06 F 17/60 and US CL: 713/189; 705/2, 51; 707/500 



Applicant 

TECSEC, INCORPORATED 



1. This international preliminary examination report has been prepared by this International Preliminary 
Examining Authority and is transmitted to the applicant according to Article 36. 

2. This REPORT consists of a total of 7 sheets, including this cover sheet. 

This report is also accompanied by ANNEXES, i.e., sheets of the description, claims and/or drawings 
which have been amended and are the basis for this report and/or sheets containing rectifications made 
before this Authority (see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT). 



These annexes consist of a total 



of A 



sheets. 



3. This report contains indications relating to the following items: 
Basis of the report 



I 


1^1 


II 


□ 


III 


□ 


IV 


□ 


V 


IEI 


VI 


□ 


VII 




VIII 


□ 



Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial 
applicability; citations and explanations supporting such statement 



Certain defects in the international application 



Date of submission of the demand 
10 October 2000 (10. 10.2000) 



Date of completion of this report 
16 July 2001 (16.07.2001) 



Name and mailing address of the IPEA/US 

Commissioner of Patents and Trademarks 
Box PCT 

Washington, D.C. 20231 
Facsimile No. (703)305-3230 



Authorized officer 
Gail O. Hayes 
Telephone No. (703) 305-971 1 



fa 



Form PCT/IPEA/409 (cover sheet)(Juiy 1998) 



INTERNATIONAL PRELIMINi 



XAMINATION REPORT 
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I. Basis of the report 



1. With regard to the elements of the international application:* 

the international application as originally filed. 

^ the description: 

pages 1-19 as originally filed 

pages NONE , filed with the demand 

, filed with the letter of 



pages NONE 

^ the claims: 
pages 20-23 



pages NONE 



pages NONE 



pages NONE 



_^ as originally filed 

as amended (together with any statement) under Article 19 
filed with the demand 
, filed with the letter of _ 



the drawings: 
pages 1-3 



pages NONE 



pages NONE 



_l as originally filed 

, filed with the- demand 

, filed with the letter of 



I 1 the sequence listing part of the description: 
pages NONE t as originally filed 



pages NONE 



pages NONE 



filed with the demand 
filed with the letter of 



With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 
These elements were available or furnished to this Authority in the following language which is: . 

I I the language of a translation furnished for the purposes of international search (under Rule23.1(b)). 
1 1 the language of publication of the international application (under Rule 48.3(b)). 

I I the language of the translation furnished for the purposes of international preliminary examination(under Rules 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

I I contained in the international application in printed form. 

1 I filed together with the international application in computer readable form. 

I I furnished subsequently to this Authority in written form. 

I I furnished subsequently to this Authority in computer readable form. 

1 | The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

1 I The statement that the information recorded in computer readable form is identical to the written sequence listingl 
has been furnished. 

4. [X] The amendments have resulted in the cancellation of 

the description, pages NONE 

the claims, Nos. NONE 

the drawings, sheets/fig NONE 

This report has been established as if (some of) the amendments had not been made, since they have been considered to go 
beyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)).** 
* Replacement sheets which have been furnished to the receiving Office in response to an invitation under Article 14 are referred to in 
this report as ^originally filed" and are not annexed to this report since they do not contain amendments (Rules 70.16 and 70.17). 
^ Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this report. 
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V. Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 



1. STATEMENT 



Novelty (N) 



Inventive Step (IS) 



Claims 2-14 and 16-28 



Claims 1 and 15 



_YES 
NO 



Claims NONE 



Claims 1-28 



_YES 
NO 



Industrial Applicability (IA) 



Claims 1-28 



Claims NONE 



_YES 
NO 



2. CITATIONS AND EXPLANATIONS 
Please See Continuation Sheet 



Form PCT/IPEA/409 (Box V) (July 1998) 



INTERNATIONAL PRELIMINHfP EXAMINATION REPORT 



Intemati^^Bbplication No. 

PCT/USOO/06110 



VII. Certain defects in the international application 



The following defects in the form or contents of the international application have been noted: 

The drawings are objected to under PCT Rule 66.2(a)(iii) as containing the following defects in the form or content thereof- In figure 
2, item 44 delete "ECRYPTION" and replace with -ENCRYPTION-. In figure 2, item 64, delete " A YS YMMETRIC AL " and 
replace with -ASYMMETRICAL-. 

Claim 15 is objected to under PCT Rule 66.2(a)(iii) as containing the following defect in the form or contents thereof: delete " - in 
line 1 of page 22 and replace with 
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Supplemental Box 

(To be used when the space in any of the preceding boxes is not sufficient) 



V. 2. Citations and Explanations: 

Claims 1 and 15 lack novelty under PCT Article 33(2) as being anticipated by Ganesan, U.S. Patent No. 5,557,678. Ganesan 
illustrates a cryptographic key split combiner and a process for forming cryptographic keys, comprising: a plurality of key split 
generators for generating cryptographic key splits (see column 8, lines 30-35 and figure 1, items 33 and 50); a key split randomizer 
for randomizing the cryptographic keys splits to produce a cryptographic key (see column 8, lines 36-50); wherein each of the key 
split generators mcludes means for generating key splits from seed data (see column 8, lines 36-50); and in which at least one of the 
key split generators is an asymmetric key split generator (see column 8, lines 36-50). 

Claims 2, 4, 16, and 18 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the 
immediately preceding paragraph and further in view of Hirsch, U.S. Patent No. 5,276,738. As per claims 2 and 16, Ganesan 
discloses the combiner and process of claims 1 and 15, respectively. However, he does not teach about a random split generator 
Hirsch discusses that the plurality of key split generators includes a random split generator for generating a random key split based on 
reference data (see column 2, lines 35-58). Therefore, it would have been obvious to one of ordinary skill in the computer art at the 
time the mvention was made to combine the combiner and process of Ganesan with the random split generator of Hirsch to provide 
security of a key with one system with respect to another key of another system (see column 2, lines 58-64). As per claims 4 and 18, 
Hirsch further describes that the random split generator includes means for generating a pseudorandom sequence based on the 
reference data (see column 2, lines 23-29). Therefore, it would have been obvious to one of ordinary skill in the computer art at the 
tune the mvention was made to combine the combiner and process of Ganesan with the random split generator of Hirsch to generate 
key values that cannot be easily counterfeited (see column 1, lines 37-40). 

Claims 3 and 17 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the immediately 
preceding paragraph and further in view of Albert et al., U.S. Patent No. 5,627,894. Ganesan in view of Hirsch describe the 
combmer and process of claims 2 and 16, respectively. Although Hirsch describes the random key split generator includes means for 
generating a pseudorandom sequence based on reference data (see column 2, lines 23-29), he does not explicitly mention generating a 
random sequence. Albert et al. specify generating a random sequence (see column 1, lines 51-67 and column 2, lines 1-2). Therefore, 
it would have been obvious to one of ordinary skill in the computer art at the time the invention was made to combine the combiner 
and process of Ganesan in view of Hirsch with the generating of a random sequence of Albert et al. to increase the quality of random 
numbers with respect to their predictability and their functional link (see column 1, lines 66-67 and column 2, lines 1-2). 

Claims 5 and 19 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the preceding 
paragraph regarding claims 2, 4, 16, and 18 and further in view of Thomlinson et al., U.S. Patent No. 5,778,069. Ganesan in view of 
Hirsch describe the combiner and process of claims 2 and 16, respectively. However, neither Ganesan nor Hirsch explicitly show 
chronological data. Thomlinson et al. disclose generating a key split based on reference data and on chronological data (see column 
3, lines 16-23). Therefore, it would have been obvious to one of ordinary skill in the computer art at the time the invention was made 

m POmhinr thr . mmhinrr and nrrUTSS nf Ganrsan in viPW nf Hirsch with the generati n g nfa kpy split hageH nn rhrnnnlngiral riata nf 
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Thomlinson et al. to ensure unguessability (see column 3, lines 2-7). 

Claims 6, 7, 20 and 21 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the preceding 
paragraph regarding claims 2, 4, 16, and 18 and further in view of Ming et al., U.S. Patent No. 5,710,815. As per claims 6 and 20, 
Ganesan in view of Hirsch describe the combiner and process of claims 2 and 16, respectively. However, neither Ganesan nor Hirsch 
explicitly delineate static data. Ming et al. discuss generating a key split based on reference data and on static data (see column 4, 
lines 4-7). Therefore, it would have been obvious to one of ordinary skill in the computer art at the time the invention was made to 
combine the combiner and process of Ganesan in view of Hirsch with the generating of a key split based on static data of Ming et al. 
for implementation of viewer access restrictions (see column 7, lines 3-10). As per claims 7 and 21, Ming et al. further disclose a 
means of updating the static data (see column 4, line 8). Therefore, it would have been obvious to one of ordinary skill in the 
computer art at the time the invention was made to combine the combiner and process of Ganesan in view of Hirsch with the updating 
of static data of Ming et al. for synchronizing a first pseudo-random number generator within a transmitting unit and a second pseudo- 
random number generator within a receiving unit (see column 3, lines 65-67 and column 4, lines 1-4). 

Claims 8 and 22 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the immediately 
preceding paragraph and further in view of Anshel et al., U.S. Patent No. 5,751,808. Ganesan in view of Hirsch and in view of Ming 
et al. describe the combiner and process of claims 7 and 21, respectively. Ming et al. describe modifying a divisor of the static data 
(see column 4, lines 18-20). Therefore, it would have been obvious to one of ordinary skill in the computer art at the time the 
invention was made to combine the combiner and process of Ganesan in view of Hirsch with the modifying of a divisor of the static 
data of Ming et al. for synchronizing a first pseudo-random number generator within a transmitting unit and a second pseudo-random 
number generator within a receiving unit (see column 3, lines 65-67 and column 4, lines 1-4). Anshel et al. show modifying a prime 
divisor of the static data (see column 11, lines 8-25 and figure 8, item 71). Therefore, it would have been obvious to one of ordinary 
skill in the computer art at the time the invention was made to combine the combiner and process of Ganesan in view of Hirsch and in 
view of Ming et al. with modifying a prime number divisor of the static data of Anshel et al. to generate a cryptographically secure 
sequence at high speed (see column 1, lines 11-12). 

Claims 9-12, 14, 23-26, and 28 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the 
preceding paragraph regarding claims 1 and 15 and further in view of Vanstone et al., U.S. Patent No. 5,761,305. As per claims 9 
and 23, Ganesan discloses the combiner and process of claims 1 and 15, respectively. Although Ganesan describes a means for 
receiving a prime number (see column 8, lines 37-39), he does not specify a random number. Vanstone et al. elaborates on receiving 
a prime number and a random number (see column 4, lines 19-29). Therefore, it would have been obvious to one of ordinary skill in 
the computer art at the time the invention was made to combine the combiner and process of Ganesan with the receiving of a prime 
number and a random number of Vanstone et al. to avoid an interloper convincing the receiver that he is communicating with the 
interloper (see column 4, lines 17-18). As per claims 10 and 24, Vanstone et al. further mention a means for performing a polynomial 
calculation on the prime number and the random number (see column 4, lines 27-28). Therefore, it would have been obvious to one of 
ordinary skill in the computer art at the time the invention was made to combine the combiner and process of Ganesan with 
performing a polynomial calculation on the prime number and the random number of Vanstone et al. to avoid an interloper convincing 
the receiver that he is communicating with the interloper (see column 4, lines 17-18). As per claims 11 and 25, Vanstone also show a 
means for performing a modulo calculation on the prime number and the random number (see column 4, lines 27-28). Therefore, it 
would have been obvious to one of ordinary skill in the computer art at the time the invention was made to combine the combiner and 
process of Ganesan with performing a modulo calculation on the prime number and the random number of Vanstone et al. to avoid an 
interloper convincing the receiver that he is communicating with the interloper (see column 4, lines 17-18). As per claims 12 and 26, 
Vanstone et al. moreover embody a means for generating a session key based on the prime number and the random number (see 
column 4, lines 33-34). Therefore, it would have been obvious to one of ordinary skill in the computer art at the time the invention 
was made to combine the combiner and process of Ganesan with generating a session key based on the prime number and the random 
number of Vanstone et al. to avoid an interloper convincing the receiver that he is communicating with the interloper (see column 4, 
lines 17-18). As per claims 14 and 28, Ganesan then discusses a means for encrypting the random key split with the session key to 
create an asymmetrical split (see column 5, lines 6-14). 

Claims 13 and 27 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the immediately 
preceding paragraph and further in view of Hirsch, U.S. Patent No. 5,276,738. As per claims 13 and 27, Ganesan in view of 
Vanstone et al. discloses the combiner and process of claims 12 and 26, respectively. However, neither Genesan nor Vanstone et al. 
describe reference data. Hirsch discusses that the plurality of key split generators includes a random split generator for generating a 
random key split based on reference data (see column 2, lines 35-58). Therefore, it would have been obvious to one of ordinary skill 
in the computer art at the time the invention was made to combine the combiner and process of Ganesan in view of Vanstone et al. 
with the random split generator of Hirsch to provide security of a key with one system with respect to another key of another system 
(see column 2, lines 58-64). 

Claims 1-28 meet the criteria set out in PCT Article 33(4) because a cryptographic key split combiner and a process for forming 
cryptographic key s have u s e in providing added security against compromising a communications medium by unauthorized entitie s 
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(PCT Rule 91.1(d)) 




Date of Mailing 
(day/month/year) 


2 OMAR 2001 


Applicant's or agent's file reference 
STS131PCT 


REPLY DUE 


see item 2 and the last paragraph below 


International application No. 
PCT/US00/06110 


International filing date 

(day/month/year) 10 March 2000 (10.03.2000) 


Applicant 

TECSEC, INCORPORATED 



1 . This International Preliminary Exarnining Authority has discovered in the international application/in other papers 
submitted by the applicant/what appears to be an obvious error. 



□ 



as shown on the attached copy 

as specified hereafter: 
Please See Continuation Sheet 



2. The applicant is hereby invited to submit a request for rectification to the following authority: 

| | the receiving Office ^ this International Preliminary [^] the International Bureau of WIPO 

Exaniining Authority 34 chemin des Colombettes 

1211 Geneva 20, Switzerland 

HOW TO CORRECT AN ERROR (Rule 26.4(a)) 



A replacement sheet must be submitted and the rectification must be stated in an accompanying letter drawing 
attention to the differences between the replaced sheet and the replacement sheet 

| | The rectification may be stated in a letter. 

| | The applicant may choose either of the two possibilities described above. 



ATTENTION 

No rectification will be made without the express authorization of the competent authority indicated above and (Rule 91.1(g) 
to (g-quater) for further details and for time limits). 



Name and mailing address of the IPEA/US 
Commissioner of Patents and Trademarks 
Box PCT 

Washington, D.C. 20231 
Facsimile No. (703)305-3230 



Authorized officer 
Tod R. Swann 

Telephone No. (703) 308-0873 
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;n opinion 



International application No. 
pi^RoO/06110 



I. Basis of the opinion 



With regard to the elements of the international application:* 
the international application as originally filed 



the description: 
pages 1-19 



pages NONE 



pages NONE 



as originally filed 

, filed with the demand 

, filed with the letter of 



the claims: 
pages 20-23 



pages NONE 



pages NONE 



pages NONE 



^ as originally filed 

_, as amended (together with any statement) under Article 19 
filed with the demand 

filed with the letter of 



the drawings: 
pages 1-3 



pages NONE 



pages NONE 



^ as originally filed 

filed with the demand 

, filed with the letter of 



1 I the sequence listing part of the description: 
pages NONE t as originally filed 



pages NONE 



pages NONE 



filed with the demand 
filed with the letter of 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 
These elements were available or furnished to this Authority in the following language which is: 

the language of a translation furnished for the purposes of international search (under Rule23. 1(b)). 

□ 

the language of publication of the international application (under Rule 48.3(b)). 

the language of the translation furnished for the purposes of international preliminary examination(under Rules 
55.2 and/or 55.3). 

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the written 
opinion was drawn on the basis of the sequence listing: 

I 1 contained in the international application in printed form. 

□ 

filed together with the international application in computer readable form. 
I I furnished subsequently to this Authority in written form. 
I I furnished subsequently to this Authority in computer readable form. 

□ 

The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

The statement that the information recorded in computer readable form is identical to the written sequence listing 
has been furnished. 



4. 



The amendments have resulted in the cancellation of: 



the description, pages NONE 



the claims, Nos. NONE 
the drawings, sheets/fig NONE 



This opinion has been drawn as if (some of) the amendments had not been made, since they have been considered to go 
beyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)). 

* Replacement sheets which have been furnished to the receiving Office in response to an invitation under Article 14 are referred to in 
this opinion as "originally filed. m 
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V. Reasoned statement under Rule 66.2(a) (ii) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 



1. STATEMENT 



Novelty (N) 



Inventive Step (IS) 



Industrial Applicability (LA) 



Claims 2-14 and 16-28 



Claims 1 and 15 



_YES 
NO 



Claims NONE 



Claims 1-28 



_YES 
NO 



Claims 1-28 



Claims NONE 



_YES 
NO 



2. CITATIONS AND EXPLANATIONS 
Please See Continuation Sheet 
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VII. Certain defects in the international application 



The following defects in the form or contents of the international application have been noted: 

The drawings are objected to under PCT Rule 66.2(a)(iii) as containing the following defects in the form or content thereof In figure 
2, item 44, delete "ECRYPTION" and replace with -ENCRYPTION--. In figure 2, item 64, delete " A YS YMMETRIC AL " and 
replace with -ASYMMETRICAL-. 

Claim 15 is objected to under PCT Rule 66.2(a)(iii) as containing the following defect in the form or contents thereof: delete " " in 
line 1 of page 22 and replace with 



0 



WRITTEN OPINION 





Ltional application No. 
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TIME LIMIT: 



The time limit set for response to a Written Opinion may not be extended. 37 CFR 1.484(d). Any response received after the 
expiration of the time limit set in the Written Opinion will not be considered in preparing the International Pre liminar y Examination 
Report. 



V. 2. Citations and Explanations: 

Claims 1 and 15 lack novelty under PCT Article 33(2) as being anticipated by Ganesan, U.S. Patent No. 5,557,678. Ganesan 
illustrates a cryptographic key split combiner and a process for forming cryptographic keys, comprising: a plurality of key split 
generators for generating cryptographic key splits (see column 8, lines 30-35 and figure 1, items 33 and 50); a key split randomizer 
for randomizing the cryptographic keys splits to produce a cryptographic key (see column 8, lines 36-50); wherein each of the key 
split generators includes means for generating key splits from seed data (see column 8, lines 36-50); and in which at least one of the , 
key split generators is an asymmetric key split generator (see column 8, lines 36-50). 

Claims 2 t 4, 16, and 18 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the 
immediately preceding paragraph and further in view of Hirsch, U.S. Patent No. 5,276,738. As per claims 2 and 16, Ganesan 
discloses the combiner and process of claims 1 and 15, respectively. However, he does not teach about a random split generator. 
Hirsch discusses that the plurality of key split generators includes a random split generator for generating a random key split based on 
reference data (see column 2, lines 35-58). Therefore, it would have been obvious to one of ordinary skill in the computer art at the 
time the invention was made to combine the combiner and process of Ganesan with the random split generator of Hirsch to provide 
security of a key with one system with respect to another key of another system (see column 2, lines 58-64). As per claims 4 and 18, 
Hirsch further describes that the random split generator includes means for generating a pseudorandom sequence based on the 
reference data (see column 2, lines 23-29). Therefore, it would have been obvious to one of ordinary skill in the computer art at the 
time the invention was made to combine the combiner and process of Ganesan with the random split generator of Hirsch to generate 
key values that cannot be easily counterfeited (see column 1, lines 37-40). 

Claims 3 and 17 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the immediately 
preceding paragraph and further in view of Albert et al., U.S. Patent No. 5,627,894. Ganesan in view of Hirsch describe the 
combiner and process of claims 2 and 16, respectively. Although Hirsch describes the random key split generator includes means for 
generating a pseudorandom sequence based on reference data (see column 2, lines 23-29), he does not explicitly mention generating a 
random sequence. Albert et al. specify generating a random sequence (see column 1, lines 51-67 and column 2, lines 1-2). Therefore, 
it would have been obvious to one of ordinary skill in the computer art at the time the invention was made to combine the combiner 
and process of Ganesan in view of Hirsch with the generating of a random sequence of Albert et al. to increase the quality of random 
numbers with respect to their predictability and their functional link (see column 1, lines 66-67 and column 2, lines 1-2). 

Claims 5 and 19 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the preceding 
paragraph regarding claims 2, 4, 16, and 18 and further in view of Thomlinson et al., U.S. Patent No. 5,778,069. Ganesan in view of 
Hirsch describe the combiner and process of claims 2 and 16, respectively. However, neither Ganesan nor Hirsch explicitly show 
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chronological data. Thomlinson et al. disclose generating a key split based on reference data and on chronological data (see column 
3, lines 16-23). Therefore, it would have been obvious to one of ordinary skill in the computer art at the time the invention was mad 
to combine the combiner and process of Ganesan in view of Hirsch with the generating of a key split based on chronological data of 
Thomlinson et al. to ensure unguessability (see column 3, lines 2-7). 

Claims 6, 7, 20 and 21 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the preceding 
paragraph regarding claims 2, 4, 16, and 18 and further in view of Ming et al., U.S. Patent No. 5,710,815. As per claims 6 and 20, 
Ganesan in view of Hirsch describe the combiner and process of claims 2 and 16, respectively. However, neither Ganesan nor Hirscl 
explicitly delineate static data. Ming et al. discuss generating a key split based on reference data and on static data (see column 4, 
lines 4-7). Therefore, it would have been obvious to one of ordinary skill in the computer art at the time the invention was made to 
combine the combiner and process of Ganesan in view of Hirsch with the generating of a key split based on static data of Ming et al. 
for implementation of viewer access restrictions (see column 7, lines 3-10). As per claims 7 and 21, Ming et al. further disclose a 
means of updating the static data (see column 4, line 8). Therefore, it would have been obvious to one of ordinary skill in the 
computer art at the time the invention was made to combine the combiner and process of Ganesan in view of Hirsch with the updating 
of static data of Ming et al. for synchronizing a first pseudo-random number generator within a transmitting unit and a second pseudo- 
random number generator within a receiving unit (see column 3, lines 65-67 and column 4, lines 1-4). 

Claims 8 and 22 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the immediately 
preceding paragraph and further in view of Anshel et al., U.S. Patent No. 5,751,808. Ganesan in view of Hirsch and in view of Ming 
et al. describe the combiner and process of claims 7 and 21, respectively. Ming et al. describe modifying a divisor of the static data 
(see column 4, lines 18-20). Therefore, it would have been obvious to one of ordinary skill in the computer art at the time the 
invention was made to combine the combiner and process of Ganesan in view of Hirsch with the modifying of a divisor of the static 
data of Ming et al. for synchronizing a first pseudo-random number generator within a transmitting unit and a second pseudo-random 
number generator within a receiving unit (see column 3, lines 65-67 and column 4, lines 1-4). Anshel et al. show modifying a prime 
divisor of the static data (see column 11, lines 8-25 and figure 8, item 71). Therefore, it would have been obvious to one of ordinary 
skill in the computer art at the time the invention was made to combine the combiner and process of Ganesan in view of Hirsch and in 
view of Ming et al. with modifying a prime number divisor of the static data of Anshel et al. to generate a cryptographically secure 
sequence at high speed (see column 1, lines 11-12). 

Claims 9-12, 14, 23-26, and 28 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the 
preceding paragraph regarding claims 1 and 15 and further in view of Vanstone et al., U.S. Patent No. 5,761,305. As per claims 9 
and 23, Ganesan discloses the combiner and process of claims 1 and 15, respectively. Although Ganesan describes a means for 
receiving a prime number (see column 8, lines 37-39), he does not specify a random number. Vanstone et al. elaborates on receiving 
a prime number and a random number (see column 4, lines 19-29). Therefore, it would have been obvious to one of ordinary skill in 
the computer art at the time the invention was made to combine the combiner and process of Ganesan with the receiving of a prime 
number and a random number of Vanstone et al. to avoid an interloper convincing the receiver that he is communicating with the 
interloper (see column 4, lines 17-18). As per claims 10 and 24, Vanstone et al. further mention a means for performing a polynomial 
calculation on the prime number and the random number (see column 4, lines 27-28). Therefore, it would have been obvious to one of 
ordinary skill in the computer art at the time the invention was made to combine the combiner and process of Ganesan with 
performing a polynomial calculation on the prime number and the random number of Vanstone et al. to avoid an interloper convincing 
the receiver that he is communicating with die interloper (see column 4, lines 17-18). As per claims 11 and 25, Vanstone also show a 
means for performing a modulo calculation on the prime number and the random number (see column 4, lines 27-28). Therefore, it 
would have been obvious to one of ordinary skill in the computer art at the time the invention was made to combine the combiner and 
process of Ganesan with performing a modulo calculation on the prime number and the random number of Vanstone et al. to avoid an 
interloper convincing the receiver that he is communicating with the interloper (see column 4, lines 17-18). As per claims 12 and 26, 
Vanstone et al. moreover embody a means for generating a session key based on the prime number and the random number (see 
column 4, lines 33-34). Therefore, it would have been obvious to one of ordinary skill in the computer art at the time the invention 
was made to combine the combiner and process of Ganesan with generating a session key based on the prime number and the random 
number of Vanstone et al. to avoid an interloper convincing the receiver that he is communicating with the interloper (see column 4, 
lines 17-18). As per claims 14 and 28, Ganesan then discusses a means for encrypting the random key split with the session key to 
create an asymmetrical split (see column 5, lines 6-14). 

Claims 13 and 27 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the immediately 
preceding paragraph and further in view of Hirsch, U.S. Patent No. 5,276,738. As per claims 13 and 27, Ganesan in view of 
Vanstone et al. discloses the combiner and process of claims 12 and 26, respectively. However, neither Genesan nor Vanstone et al. 
describe reference data. Hirsch discusses that the plurality of key split generators includes a random split generator for generating a 
random key split based on reference data (see column 2, lines 35-58), Therefore, it would have been obvious to one of ordinary skill 
in the computer art at the time the invention was made to combine the combiner and process of Ganesan in view of Vanstone et al. 
with the random split generator of Hirsch to provide security of a key with one system with respect to another key of another system 
(see column 2, lines 58-64). 
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Claims 1-28 meet the criteria set out in PCT Article 33(4) because a cryptographic key split combiner and a process for forming 
cryptographic keys have use in providing added security against compromising a communications medium by unauthorized entities 
(see the description, page 3, lines 26-32). 
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| | the text is approved as submitted by the applicant. 

the text has been established, according to Rule 38.2(h), by this Authority as it appears in Box III. The applicant 
may, within one month from the date of mailing of this international search report, submit comments to this 
Authority. 
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A cryptographic key split combiner, which includes a number of key split generators (42, 48, and 56) for generating cryptographic 
key splits (32, 34, 36, 38, and 64) and a key split randomizer for randomi/.ing the cryptographic key splits to produce a 
cryptographic key (62), and a process for forming cryptographic keys. Bach of the key split generators (42, 48 and 56) generates 
key splits (32, 34, 36, 38, and 64) from seed data (40, 44, 46, 50, 52, 54, 58, and 60). The key split generators may include a 
random split generator (42) for generating a random key split (32) based on reference data (40) and encryption date/time (44). 
Other key split generators may include a token split generator (48) for generating a token key split (34) based on label data (46) 
and organization data (50), a console split generator (56) for generating a console key split (36) based on current maintenance data 
(52) and previous maintenance data (54), and a biometric split generator for generating a biometric key split (38) based on 
biometric data (58). All splits may further be based on static data, which may be updated, for example by modifying a prime 
number divisor of the static data. The label data may be read from a storage medium, and may include user authorization data. 
The label data may be associated with label categories and sub-categories of addresses, which are meaningful to a user who is 
specifying or determining the intended recipient(s) of the encrypted information or object. An array associated with a software 
component object may use key splits (32, 34, 36, 38, and 64) which determine which methods and properties are allowed and 
control access to the memory address for those allowed methods and properties. The resulting cryptographic key (62) may be, for 
example, a stream of symbols, at least one symbol block, or a key matrix. 
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the drawings: 

pages lO t as originally filed 

pages NONE , filed with the demand 

pages NONE , filed with the letter of . 

I I the sequence listing part of the description: 

pages NONE t as originally filed 

pages NONE , filed with the demand 

pages NONE , filed with the letter of . 

With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 
These elements were available or furnished to this Authority in the following language which is: 

I 1 the language of a translation furnished for the purposes of international search (under Rule23. 1(b)). 
1 1 the language of publication of the international application (under Rule 48.3(b)). 

1 1 the language of the translation furnished for the purposes of international preliminary examination(under Rules 
55.2 and/or 55.3). 

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

I | contained in the international application in printed form. 
1 | filed together with the international application in computer readable form. 
1 1 furnished subsequently to this Authority in written form. 
1 1 furnished subsequently to this Authority in computer readable form. 

1 1 The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

I 1 The statement that the information recorded in computer readable form is identical to the written sequence listing 
has been furnished. 

[X] The amendments have resulted in the cancellation of 
^ the description, pages NONE 



□ 



the claims, Nos. NONE 
the drawings, sheets/fig NONE 



This report has been established as if (some of) the amendments had not been made, since they have been considered to go 
beyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)).** 
* Replacement sheets which have been furnished to the receiving Office in response to an invitation under Article 14 are referred to in 
this report as "originally filed " and are not annexed to this report since they do not contain amendments (Rules 70. 16 and 70.17). 
** Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this report. 
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V. Reasoned statement under Rule 66. 2(a) (ii) with regard to novelty, inventive step or industrial applicability; 



citations and explanations supporting such statement 

1. STATEMENT 

Novelty (N) Claims 2-14 and 16-28 YES 

Claims 1 and 15 NO 

Inventive Step (IS) Claims NONE YES 

Claims 1^28 NO 

Industrial Applicability (IA) Claims J^28 YES 

Claims NONE NO 



2. CITATIONS AND EXPLANATIONS 
Please See Continuation Sheet 
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VII. Certain defects in the international application 



The following defects in the form or contents of the international application have been noted: 

The drawings are objected to under PCT Rule 66.2(a)(iii) as containing the following defects in the form or content thereof: In figure 
2, item 44, delete "ECRYPTION" and replace with --ENCRYPTION-. In figure 2, item 64, delete "AYSYMMETRICAL" and 
replace with -ASYMMETRICAL--. 

Claim 15 is objected to under PCT Rule 66.2(a)(iii) as containing the following defect in the form or contents thereof: delete V" in 
line 1 of page 22 and replace with 
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Supplemental Box 

(To be used when the space in any of the preceding boxes is not sufficient) 



V. 2. Citations and Explanations: 

Claims 1 and 15 lack novelty under PCT Article 33(2) as being anticipated by Ganesan, U.S. Patent No. 5,557,678. Ganesan 
illustrates a cryptographic key split combiner and a process for fonning cryptographic keys, comprising: a plurality of key split 
generators for generating cryptographic key splits (see column 8, lines 30-35 and figure 1, items 33 and 50); a key split randomizer 
for randomizing the cryptographic keys splits to produce a cryptographic key (see column 8, lines 36-50); wherein each of the key 
split generators includes means for generating key splits from seed data (see column 8, lines 36-50); and in which at least one of the 
key split generators is an asymmetric key split generator (see column 8, lines 36-50). 

Claims 2, 4, 16, and 18 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the 
immediately preceding paragraph and further in view of Hirsch, U.S. Patent No. 5,276,738. As per claims 2 and 16, Ganesan 

discloses the combiner and process of claims 4 and 15 ^respectively. -However, -he does not teach about a random split generator. 

Hirsch discusses that the plurality of key split generators includes a random split generator for generating a random key split based on 
reference data (see column 2, lines 35-58). Therefore, it would have been obvious to one of ordinary skill in the computer art at the 
time the invention was made to combine the combiner and process of Ganesan with the random split generator of Hirsch to provide 
security of a key with one system with respect to another key of another system (see column 2, lines 58-64). As per claims 4 and 18, 
Hirsch further describes that the random split generator includes means for generating a pseudorandom sequence based on the 
reference data (see column 2, lines 23-29). Therefore, it would have been obvious to one of ordinary skill in the computer art at the 
time the invention was made to combine the combiner and process of Ganesan with the random split generator of Hirsch to generate 
key values that cannot be easily counterfeited (see column 1, lines 37-40). 

Claims 3 and 17 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the immediately 
preceding paragraph and further in view of Albert et al., U.S. Patent No. 5,627,894. Ganesan in view of Hirsch describe the 
combiner and process of claims 2 and 16, respectively. Although Hirsch describes the random key split generator includes means for 
generating a pseudorandom sequence based on reference data (see column 2, lines 23-29), he does not explicitly mention generating a 
random sequence. Albert et al. specify generating a random sequence (see column 1, lines 51-67 and column 2, lines 1-2). Therefore, 
it would have been obvious to one of ordinary skill in the computer art at the time the invention was made to combine the combiner 
and process of Ganesan in view of Hirsch with the generating of a random sequence of Albert et al. to increase the quality of random 
numbers with respect to their predictability and their functional link (see column 1, lines 66-67 and column 2, lines 1-2). 

Claims 5 and 19 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the preceding 
paragraph regarding claims 2, 4, 16, and 18 and further in view of Thomlinson et aL, U.S. Patent No. 5,778,069. Ganesan in view of 
Hirsch describe the combiner and process of claims 2 and 16, respectively. However, neither Ganesan nor Hirsch explicitly show 
chronological data. Thomlinson et al. disclose generating a key split based on reference data and on chronological data (see column 
3, lines 16-23). Therefore, it would have been obvious to one of ordinary skill in the computer art at the time the invention was made 
fo combine the romhiner and process of Ganesan in view of Hirsch with the generating f)f a key split hased on chrnnolOfHr . al data f)f — 
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Thomlinson et ah to ensure unguessability (see column 3, lines 2-7). 

Claims 6, 7, 20 and 21 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the preceding 
paragraph regarding claims 2, 4, 16, and 18 and further in view of Ming et al., U.S. Patent No. 5,710,815. As per claims 6 and 20, 
Ganesan in view of Hirsch describe the combiner and process of claims 2 and 16, respectively. However, neither Ganesan nor Hirsch 
explicitly delineate static data. Ming et al. discuss generating a key split based on reference data and on static data (see column 4, 
lines 4-7). Therefore, it would have been obvious to one of ordinary skill in the computer an at the time the invention was made to 
combine the combiner and process of Ganesan in view of Hirsch with the generating of a key split based on static data of Ming et al. 
for implementation of viewer access restrictions (see column 7, lines 3-10). As per claims 7 and 21, Ming et al. further disclose a 
means of updating the static data (see column 4, line 8). Therefore, it would have been obvious to one of ordinary skill in the 
computer art at the time the invention was made to combine the combiner and process of Ganesan in view of Hirsch with the updating 
of static data of Ming et al. for synchronizing a first pseudo-random number generator within a transmitting unit and a second pseudo- 
random number generator within a receiving unit (see column 3, lines 65-67 and column 4, lines 1-4). 

Claims 8 and 22 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the immediately 
preceding paragraph and further in view of Anshel et al., U.S. Patent No. 5,751,808. Ganesan in view of Hirsch and in view of Ming 
et al. describe the combiner and process of claims 7 and 21, respectively. Ming et al. describe modifying a divisor of the static data 
(see column 4, lines 18-20). Therefore, it would have been obvious to one of ordinary skill in the computer art at the time the 
invention was made to combine the combiner and process of Ganesan in view of Hirsch with the modifying of a divisor of the static 
data of Ming et al. for synchronizing a first pseudo-random number generator within a transmitting unit and a second pseudo-random 
number generator within a receiving unit (see column 3, lines 65-67 and column 4, lines 1-4). Anshel et al. show modifying a prime 
divisor of the static data (see column 11, lines 8-25 and figure 8, item 71). Therefore, it would have been obvious to one of ordinary 
skill in the computer art at the time the invention was made to combine the combiner and process of Ganesan in view of Hirsch and in 
view of Ming et al. with modifying a prime number divisor of the static data of Anshel et al. to generate a cryptographically secure 
sequence at high speed (see column 1, lines 11-12). 

Claims 9-12, 14, 23-26, and 28 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the 
preceding paragraph regarding claims 1 and 15 and further in view of Vanstone et al., U.S. Patent No. 5,761,305. As per claims 9 
and 23, Ganesan discloses the combiner and process of claims 1 and 15, respectively. Although Ganesan describes a means for 
receiving a prime number (see column 8, lines 37-39), he does not specify a random number. Vanstone et al. elaborates on receiving 
a prime number and a random number (see column 4, lines 19-29). Therefore, it would have been obvious to one of ordinary skill in 
the computer art at the time the invention was made to combine the combiner and process of Ganesan with the receiving of a prime 
number and a random number of Vanstone et al. to avoid an interloper convincing the receiver that he is communicating with the 
interloper (see column 4, lines 17-18). As per claims 10 and 24, Vanstone et al. further mention a means for performing a polynomial 
calculation on the prime number and the random number (see column 4, lines 27-28). Therefore, it would have been obvious to one of 
ordinary skill in the computer art at the time the invention was made to combine the combiner and process of Ganesan with 
performing a polynomial calculation on the prime number and the random number of Vanstone et al. to avoid an interloper convincing 
the receiver that he is communicating with the interloper (see column 4, lines 17-18). As per claims 11 and 25, Vanstone also show a 
means for performing a modulo calculation on the prime number and the random number (see column 4, lines 27-28). Therefore, it 
would have been obvious to one of ordinary skill in the computer art at the time the invention was made to combine the combiner and 
process of Ganesan with performing a modulo calculation on the prime number and the random number of Vanstone et al. to avoid an 
interloper convincing the receiver that he is communicating with the interloper (see column 4, lines 17-18). As per claims 12 and 26, 
Vanstone et al. moreover embody a means for generating a session key based on the prime number and the random number (see 
column 4, lines 33-34). Therefore, it would have been obvious to one of ordinary skill in the computer art at the time the invention 
was made to combine the combiner and process of Ganesan with generating a session key based on the prime number and the random 
number of Vanstone et al. to avoid an interloper convincing the receiver that he is communicating with the interloper (see column 4, 
lines 17-18). As per claims 14 and 28, Ganesan then discusses a means for encrypting the random key split with the session key to 
create an asymmetrical split (see column 5, lines 6-14). 

Claims 13 and 27 lack an inventive step under PCT Article 33(3) as being obvious over the prior art as applied in the immediately 
preceding paragraph and further in view of Hirsch, U.S. Patent No. 5,276,738. As per claims 13 and 27, Ganesan in view of 
Vanstone et al. discloses the combiner and process of claims 12 and 26, respectively. However, neither Genesan nor Vanstone et al. 
describe reference data. Hirsch discusses that the plurality of key split generators includes a random split generator for generating a 
random key split based on reference data (see column 2, lines 35-58). Therefore, it would have been obvious to one of ordinary skill 
in the computer art at the time the invention was made to combine the combiner and process of Ganesan in view of Vanstone et al. 
with the random split generator of Hirsch to provide security of a key with one system with respect to another key of another system 
(see column 2, lines 58-64). 

Claims 1-28 meet the criteria set out in PCT Article 33(4) because a cryptographic key split combiner and a process for forming 
cryptographic keys have u s e in providing added security again s t compromising a c ommunication s med i um by unauthorized entitie s 



Form PCT/1PEA/409 (Continuation Sheet) (July 1998) 



INTERNATIONAL PRELIMINARY EXAMINATION REPORT 




International appffiffion No. 

PCT/US00/061I0 



Supplemental Box 

(To be used when the space in any of the preceding boxes is not sufficient) 



(see the description, page 3, lines 26-32). 
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